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SYNTHETIC 
MEDIA
GENERATIVE AI



AI DEFINITIONS
Artificial intelligence (“AI”) is defined “as a system that, using a model, makes inferences in 
order to generate output, including predictions, recommendations, or decisions
Generative Artificial Intelligence (“Gen-AI”) is “a type of artificial intelligence that is capable 
of generating new content, such as images or text, in response to a submitted prompt by 
learning from a large reference database of examples”
Large Language Models (“LLMs”) are a “form of Gen-AI that involves a computer program that 
uses very large collections of language data in order to understand and produce text” that 
matches patterns and responses to answers in a way to the way humans do.”
Synthetic media (“deepfakes”) visual, audio, and text-based content that has been created 
using a form of digital technology



AI Basics: Training
AI systems are trained on data that is labeled, can embed discrimination
Data scraping can potentially be violations of privacy and intellectual property  



AI Basics: Training



AI Basics: Creating
AI systems can be used to create harmful content
This can be done purposely by users or due to problems with the technology design



• New technologies = old harms in 
new ways

• Searching “Black girls” turned up 
highly sexualized images

• Searches for professional hair of 
clothing for women, turned up 
white women 

• Autofill resulted in sexist and 
racist results

NOTHING NEW 
TO SEE HERE



FAKE CONTENT: LOW TECH
• Lenihan v Shanker, 2021 ONSC 330, appl’d 2021 

ONCA 2021
– High conflict family litigation
– Forged emails allegedly from former spouse
– Forged affidavits from witnesses

• R v Fox, 2017 BCSC 2361, appl’d 2019 BCCA 211
– Family breakdown, years of ongoing false content

• Yenovkian v Gulian, 2019 ONSC 7279
– Family breakdown, father made false claims about 

former spouse and children
• Photoshop to create CSAM
– R v Rhode, 2019 SKCA 17; R v CH, 2010 ONCJ 270; R v 

RMV, 2015 BCPC 469; R v GJM, 2015 MBCA 103; R v 
RK, 2015 ONSC 2391

 



CURRENT AND 
FUTURE ISSUES

• Non-consensual synthetic intimate images (created and distributed)
• Impersonation or identity hacking via voice cloning and face swapping
• Gender-bias and sexism in AI chatbots, generative AI tools
• Spreading AI generated misinformation, algorithms promoting discriminatory content
• Altering existing content (changing context of emails, texts, editing photos)
• Creating fake content allegedly from/of a person (websites, text messages, events, images, email)
• Creating fake content allegedly from/of themselves (text messages, email, calendar dates, images, 

events)
• Content can be created to frame in both the negative and the positive
• Claims that content is faked (deepfakes, synthetic videos, voice cloning)



SEXUAL DEEPFAKES
•Deepfake (replace face in existing 
sexual video)

•Deepnude (replace with nude body 
in existing video)

•GenAI (create wholly new images or 
videos)

•Sextortion

•Child Sexual Abuse and Exploitation 
Material 

•Harassment (public figures)

•Distribution without consent

•Creation without consent

•Hosting without consent

•Purpose built platforms 

•Community learning spaces



SYNTHETIC SEXUAL CONTENT



STALKING
•Can use facial recognition technology to find a person 
online or identify them in real life

•Can use AI tools to determine where photos were taken



MIS/DISINFORMATION
•AI created mis/disinformation (images, video, audio, 
text)

•Bots that spread information, engage in and promote 
sexist and misogynistic content

•Bots that divide communities 

•Algorithms promote divisive content
•Manosphere/misogynistic promoted
•Creating fake content about a person to cause them 
harm



TEXT SPOOFING: AI MIMICS STYLE



VOICE CLONING



FILTERS AND PHOTO EDITING



SORA 2 AND CAMEOS



SORA 2 AND CAMEOS

https://help.openai.com/en/articles/12435986-generating-content-with-cameos 
https://www.nytimes.com/2025/10/03/podcasts/sora-and-the-infinite-slop-feeds-chatgpt-goes-to-therapy-hot-mess-
express.html
https://www.404media.co/podcast-the-final-boss-of-ai-slop/ 
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Synthetic CSAM
R c Larouche, 2023 QCCQ 1853
• Large collection of child pornography
• Including sexual deepfakes of children
• Makes hashing difficult
• Possessing, making, distributing
• Increasing images of known victims

R v Legault, 2024 BCPC 29
• Catfishing girls he met as a youth pastor
• Created and sent sexual deepnudes of the girls
• Making, possessing



PRIVATE USE EXCEPTION
•Police told teen girls who had their images deepfaked that 
they would not fit under the Criminal Code’s Child 
Pornography provision because the boys creation of the 
images fell into the private use exception from R v Sharpe

•“When the investigator told them there was no proof of 
distribution and the boy made the photos for ‘private use,’ 
some of the girls said the accused had shown the pictures to 
a few other boys they knew.”

•Should deepfakes that are not distributed and only held for 
private use be protected by this exception?



PRIVATE USE EXCEPTION
• R v TW, 2014 ONSC 4532

• Not created solely by the accused

• Used images taken from elsewhere and complied them in a journal with 
other material advocating for child sexual abuse (some could be categorized 
as child pornography)

• Private use exception did not apply as “the accused’s journal consists of 
pornographic images that the accused secured from some external source, 
such as a book, magazine or internet website.”

• This content “(a) reinforce the cognitive distortion that pedophilia is a normal 
and acceptable sexual preference; and (b) fuel the sexual fantasies of 
pedophiles and encourage them to act upon those fantasies.”



CIVIL INTIMATE IMAGES



CIVIL INTIMATE IMAGES
Alberta: Protecting Victims of Non-consensual Distribution of Intimate Images Act, RSA 2017, c P-26.9.

British Columbia: Intimate Images Protection Act, SBC 2023, c 11.

Manitoba: The Intimate Image Protection Act, CCSM c 187.

Newfoundland and Labrador: Intimate Images Protection Act, SNL 2018, c I-22.

Nova Scotia: Intimate Images and Cyber-protection Act, SNS 2017, c 7.

New Brunswick: Intimate Images Unlawful Distribution Act, SNB 2022, c 1.

Price Edward Island: Intimate Images Protection Act, RSPEI 1988, c I-9.1.

Quebec, Act to Counter Non-consensual Sharing of Intimate Images

Saskatchewan: The Privacy Act, RSC, 1985, C P-24, Part 2.

Provinces and Territories without NCDII Statutes: Ontario, Yukon, NWT, Nunavut



CIVIL INTIMATE IMAGES
any type of visual recording
a) that, in a reasonably convincing manner, falsely depicts an identifiable 

person
(i) as being nude or exposing their genital organs, anal region or 
breasts, or
(ii) engaging in explicit sexual activity;

b) that is created through the use of software, machine learning, 
artificial intelligence or other means, including by modifying, 
manipulating or altering an authentic visual representation; and

c) in respect of which it is reasonable to suspect that the person 
depicted in the image would not consent to the recording being made 
or distributed to others. 

Manitoba: Fake Intimate images



STATUTORY BODIES



BILL C-16
Bill C-16
Definition of intimate image
(2) In this section, intimate image means
(a) a visual recording of a person made by any means 
including a photographic, film or video recording, (i) in 
which the person is nude, is exposing Insertion start their 
sexual Insertion end organs or is engaged in explicit 
sexual activity, (ii) in respect of which, at the time of the 
recording, there were circumstances that gave rise to a 
reasonable expectation of privacy, and (iii) in respect of 
which the person depicted retains a reasonable 
expectation of privacy at the time the offence is 
committed; 

(b) a visual representation that is made by any 
electronic or mechanical means and that shows an 
identifiable person who is depicted as nude, as exposing 
their sexual organs or as engaged in explicit sexual 
activity, if the depiction is likely to be mistaken for a 
visual recording of that person.



CONTENT MODERATION
Content Moderation

• Proposed Online Harms Bill C-63 
(Died upon proroguing of 
Parliament)

• Content moderation of social 
media websites

• Obligations to mitigate harms

• Obligations to remove NCDII 
and CSAM, including 
deepfakes, within 24 hours

 



PRIVACY COMMISSIONER



LIAR’S DIVIDEND: 
CLAIMING REAL EVIDENCE IS SYNTHETIC

R v Vitellaro, 2025 ONCJ 200 
• Claimed cell video evidence was “CGI deepfake”
• Video caught on driver’s dashcam
• Compared videos
R v Cheng, 2025 ONCJ 252 
• Failing to comply with condition of bail (family separation involved)
• Home surveillance video showed he attended residence, gaps in video 
• Tried to argue video was fake or altered
• Looked to clothing, functionality of recording device
• [para 7] “…the emergence of “deepfake” evidence and the ability to 

manipulate electronic records means this court must carefully consider the 
weight to be given these exhibits.”



THANK
YOU!

Suzie Dunn
Assistant Professor
Director of the Law and Technology Institute, Schulich 
School of Law, Dalhousie University
Find my research here

www.suziedunn.com
www.diydigitalsafety.ca

suzie.dunn@dal.ca

https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=2216089
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