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Content 
Warning

This presentation will cover topics on intimate images and online abuse.

• Some material may be confronting or distressing.

• Feel free to take a break if you need. 

• Visit Tech Safety Canada for more information: 
https://techsafety.ca/resources/toolkits/image-based-abuse-and-the-non-
consensual-distribution-of-intimate-images 
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AI-generated intimate image 
abuse ("deepfake 
pornography") (AI-IBSA)

"Deepfakes" refers to the creation of fake 
but realistic-looking photos or videos using 
artificial intelligence. 

AI-IBSA: nonconsensual creation or sharing 
of synthetic nude or sexual images, 
including threats to share images.



Nudify tools and chatbots

 AI-powered apps and websites (including on the Dark Web) that digitally remove 

clothing from existing images, generating nude or explicit synthetic imagery at a 

user’s request.

Deepfake generators

 Deep learning systems that manipulate existing photos, videos, or audio to depict 

a person doing or saying things they never did — including face swapping, voice 

cloning, and altering body features or movements.

Generative AI (GenAI)

 Tools that create entirely new synthetic sexual imagery from scratch using text 

prompts or reference images, mimicking the likeness of real people — even when 

no original photo or video exists in that context.







FIGHTING AI WITH AI



• An informational, text-

based chatbot

• Aim: To provide 

information, support and 
general advice to victim-

survivors, bystanders and, 
to a lesser degree, 
perpetrators of IBSA.
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