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Virtual Forum Guidelines 

All participants 
automatically have their 

mics and cameras off.

If you have a question 
for presenters, please 

type into the Q&A box.

ASL interpretation and 
live captioning is 

available.

There will be an 
evaluation form link that 

opens in your browser 
after each day of the 

Forum. 

A Certificate of 
Participation will be 
generated once you 

complete this evaluation.

The Forum is being 
recorded. 

The recordings will be 
emailed to registrants.
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What to Expect When Reporting the 
Distribution of Intimate Images 
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Detective Constable Melissa CARTY #1797
Internet Child Exploitation Unit

York Regional Police

What to Expect When Reporting the Distribution of 
Intimate Images without Consent to Law Enforcement



Preamble
• This presentation will address how investigations occur within 

York Regional Police. 
• This is not a guide of how each police service completes their 

investigation. 
• The purpose is to give an idea of how the investigation will 

progress and what you can expect. 



“Everyone who knowingly publishes distributes, 
transmits, sells, makes available or advertises an 
intimate image of a person knowing that the person 
depicted in the image did not give their consent to that 
conduct, or being reckless as to whether or not that 
person gave their consent to that conduct, is guilty”. 
This offence may be prosecuted as an indictable offence 
with a maximum penalty of five years in jail, or as a 
summary conviction offence. 

Section 162.1 of the Criminal Code of Canada. 



What is an Intimate Image?

• One that depicts a person engaged in an explicit sexual activity, in the nude, 
or depicting a sexual body part. Further, an intimate image is one where the 
person shown in the image would have had a reasonable expectation at the 
time of the recording that their image would remain private.



Filing a Police Report

• When first reporting the incident
– Attending the police station vs. calling the police to your residence
– You will speak with a uniform officer, who will take the initial report.
– Here they will ask you for who, what, where, when, why?

• Not asking to be insensitive- but in order to understand the full picture
– May conduct an Audio/ Video Sworn Statement



Investigator becomes involved

• In YRP- reports will be forwarded to our Criminal Investigations Bureau-
Persons Crime
– Our Investigators will continue the investigation. 
– They will review the file
– review the image/video
– Conduct a video/ audio statement with you
– Request to take your phone- in order to get an extraction
– Provide information for support services



Arrest of the Accused

• If grounds exist, the accused will be arrested and charged with distributing 
intimate images without consent.

• Interviewed 
• Release 
• Notification



Case to Court

• Court Appearances
• Judicial Pre-Trials
• Testifying- Examination in Chief, Cross Examination
• Sentencing
• Victim Impact Statement



Any Questions?



Presented by: Naomi Sayers

Empowering Victims of Online 
Harassment 
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We are taking a 
short break now.
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Strategies to Support Survivors of 
Image-Based Sexual Violence
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More than a Shelter: Supporting Survivors of
Image Based Sexual Violence



ABOUT US

Women's Shelters Canada

Provides leadership for 
collaboration and knowledge 
exchange among shelters and 
transition houses across the 
country.

Tech Safety Canada

Equip shelter and transition 
house workers with the knowledge 
and resources they need to 
support women, children, and 
gender-diverse people with 
their experiences of Technology-
Facilitated Gender-Based 
Violence (TFGBV)



WHAT IS TECH-
FACILITATED 
GENDER -BASED 
VIOLENCE?



IMAGED BASED 
ABUSE & 
DOMESTIC 
VIOLENCE

Abusers share or threaten to share 
intimate images of women to 
manipulate, punish, or control.

Posts of intimate images sometimes 
include identifying information 
to create risk of further abuse, stalking, 
and harassment by other perpetrators.

Image Based Abuse can quickly move 
offline into other forms of sexual, 
physical, financial, and emotional abuse.



WOMEN'S SHELTERS AND TRANSITION HOUSES CAN HELP

 More than a Shelter

 You don't need to stay in a 
shelter to receive support

 www.sheltersafe.ca

https://sheltersafe.ca/


CREATE A TECH SAFETY PLAN:

Safety

Of survivors (and 
their children) 
are the priority.

Educate

Give survivors 
tools and 
strategies so they 
can manage their 
risk and safety.

Empower

Give survivors 
back some 
control and 
choice.



CONSIDER ISSUES TO SAFETY

Will violence 
escalate if:

Images are 
removed

He knows law 
enforcement is 

involved

Power and 
Control limited



DOCUMENT WHAT'S HAPPENING

Capture the URL Identify the website
Include the name of 

the poster and 
profile info

Date/time the image 
was posted and the 
date the evidence 

was collected

Any other related 
harassment, such as 

emails or texts

Any statements the 
abuser made about 

posting the 
intimate image



REPORT TO THE WEBSITE/SOCIAL MEDIA

Major social media 
and websites have a 
process to remove 

NCII

Capture the 
evidence before you 

report it

If no reporting 
process, 

community or 
content guidelines 

may help

Be wary of websites 
that require a lot of 

personal 
information or ask 

for payment to 
remove the image



REMOVE IMAGES 
FROM SEARCH 
ENGINES

Submit a request to Google or 
Bing to remove the URL links with 
your image from search results.

If the image has been shared 
without consent and over the age 
of 18, see stopncii.org for help.

https://stopncii.org/


REFER TO LEGAL ADVICE

 Know your rights

 Non-Consensual Distribution of Intimate Images is illegal in Canada

 Check out WSC’s Preserving Digital Evidence and Legal Remedies 
Toolkit at www.techsafetycanada.ca

http://techsafetycanada.ca/


REPORT THE ABUSE

Report to the police.

If the person is threatening 
to share content on 

Facebook or Instagram and 
you’re hoping to prevent 

that visit StopNCII.org for 
support.

https://stopncii.org/


TECH SAFETY TIPS

Make it clear you do not want your image shared

Send via encrypted messages or through an app that allows you to delete it after it’s sent

Neutral backgrounds

Limit identifying information or images (face, tattoos) in the content that is sent



INCREASING PRIVACY AND REDUCING RISK OF HARM

 If your photos and videos are automatically uploaded to an online cloud service, 
check that accounts are secure.

 Apple and Google Safety Check to See "Who" is connected to your device.

 Review the privacy settings of your social media accounts, so you know who sees 
what you share.

 Put passcodes on your devices.

 Consider creating a Google Alert for your name so that if anything is posted online 
with your name, you will get an alert.



COMING SOON



RESOURCES 

www.techsafetycanada.ca

www.sheltersafe.ca

www.whitehatter.ca

www.bcsth.ca

https://www.leaf.ca/

www.techsafetycanada.ca

www.techsafetycanada.ca


SUMMARY

 Getting rid of technology is not the answer.

 Ask Questions, Research & Educate.

 Empower and give control back to women.

 Safety planning around technology abuse should be individual and specific.

 Safety + Privacy + Technology = Possible.



CONTACT US

Email: rwong@endvaw.ca

Website: techsafetycanada.ca

Facebook: https://www.facebook.com/endvawnetwork

Twitter: https://twitter.com/endvawnetwork 

YouTube: https://www.youtube.com/channel/UCLRPXkf3Nm99Ygtpaf0av5w

Instagram: endvawnetwork



Presented by: Hera Hussain 

Survivor-Centred and Trauma-
Informed Responses in 
Addressing Tech Abuse 
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Imagine. 
A place where we’re no longer 
subjected to gender-based violence. 
Not at home, nor at work, nor on the 
internet. 

That’s the world we’re building at 
Chayn: A feminist future for all. 



Vision
Chayn dreams of a future where:
● Women and people of marginalised genders are free 

from all gender-based violence, online and offline.  
● Feminism is anti-racist, decolonised, and 

intersectional. 
● Everyone can create intentional spaces of 

community, joy, and healing for all on the world 
wide web.



To use the power of technology to help survivors of gender-based violence 
heal, irrespective of language, geography, or culture, by: 

1)  Empowering survivors with the information and understanding they need 
to thrive. 

2) Working with survivors to design tools and resources that not only help 
them, but also systematically challenge patriarchal structures that enable 
abuse.

3) Advocating for trauma-informed approaches to product design and tech 
development that prevent harm.

Mission



See for yourself.

www.chayn.co

https://www.chayn.co/


A universe of resources

Survivors
Self-paced and guided 
resources designed 
around women and 
marginalised genders 
but open to all.

Organisations
Non-profits, public sector, 
private sector, technologists &
researchers

Guides Curated 
collections

Digital 
services

Consultancy & 
service delivery

TrainingResearch & 
best practice



impact

United Kingdom
United States
India
Pakistan
Italy
Canada

2013-2021 500,000
1.5 million
people reached across the 
globe

page views of our content
Australia
Spain
UAE
Brazil
Portugal
Afghanistan

Iran
Egypt
Iraq
Syria
France
Russia

Germany
Netherlands
Chile





https://c.chayn.co/orbits

https://c.chayn.co/orbits




Key Problems

Technology

● Vulnerabilities in tech platforms that can be exploited to create 
harm.

● Inadequate or non-existent safeguards and support mechanisms.

● Often replicates the systems of oppression of wider society and 
amplifies existing inequalities.

● Design, and reporting and remedial processes are often inadequate, 
inaccessible, and retraumatising.



Key Problems

Research

● Can be a retraumatising site for survivors of abuse.

● Often carried out in extractive and harmful ways, where the 
survivor is expected to recount their trauma with little support or 
information about how their testimony will be used.

● Research can extend harm by creating vicarious trauma fo the 
researcher(s).



Key Problems

Policy

● Policy landscape has simply not kept up with the pace of new 
technologies.

● When policy does exist, it can use vague language that may end up 
victimising survivors or take a narrow approach which excludes the 
experience of marginalised groups.

● Barriers to reporting and incomplete implementation.

● Lack of corporate accountability.

● Survivors are often left retraumatised by the justice process.



Trauma-informed design principles

Safety Agency Equity Privacy

Accountability Plurality Power-sharing Hope

These design principles 
will help us test, 

rationalise and question 
our product, service and 

strategic decisions. As 
design principles should, 

these will remain in 
evolution, adapting, and 

morphing with our 
experience.



Safety

Making brave and bold 
choices that prioritise 
the physical and 
emotional safety of 
people.



Safety

Making brave and bold 
choices that prioritise the 
physical and emotional 
safety of people.



SAFETY
Technology

● Designing reporting mechanisms that don’t involve the 
resharing or further distributions of harmful content.

● Blocking and filtering content and users

Research
● Carefully consider who to involve in research
● Offering interviewees option of choosing time and channel of 

communication

Policy
● Survivor-centred approaches for interactions with witnesses
● Meeting survivors’ needs through adequate non-legal 

support



Agency

Honouring the survivor’s 
wishes to create affirming 
experiences. This requires 
seeking informed consent at 
every step and providing 
information, community, and 
material support to survivors.



AGENCY
Technology

● Tools that people can do at their own pace, and customise for 
themselves

● Creating mechanisms that enable people to describe their own 
experience and share the remedial measures they wish for, rather 
than forcing reports into rigid, predetermined categories

Research
● Seeking informed consent
● Offering different options for contributing to research

Policy
● Drafting laws in a way that focuses on the survivor's consent (or 

lack thereof) instead of the perpetrator's intention
● Building consent into various stages of the process



Equity

Designing for inclusion must 
consider how position, 
identity, vulnerabilities, 
experiences, knowledge, and 
skills shape trauma and 
recovery. Survivors are not a 
homogenous group.



EQUITY
Technology

● Providing resources and information in multiple formats - for 
example, captioned videos as well as written resources

● Strong referral pathways to specialist services for survivors from 
marginalised communities

Research
● Compensating people. Keeping in mind that there may be legal 

restrictions for some to accept money, provide alternatives.
● Letting people talk about challenges that go beyond your subject 

area

Policy
● Providing free legal assistance, support and counselling to 

survivors and individuals from low-income and marginalised 
communities



Privacy

Securing a survivor’s personal 
information, such as data, images, 
videos, statements, and their 
trauma story must be kept secure 
and undisclosed, unless the 
survivor decides otherwise. Also 
ensuring frictionless access to help 
and information.



PRIVACY
Technology

● Clearly indicating what data is publicly accessible and what 
isn’t

● Maintaining strict confidentiality for reporting processes

Research
● Deleting voice and video recordings after a certain period of 

time. You can keep an anonymised script
● Making survivor testimonies anonymous by default. Allow 

people to choose their own pseudonym

Policy
● Ensuring anonymity and confidentiality protections for tech 

abuse survivors as given under GBV laws and sexual assault 
shield laws



Accountability

Maintaining a relationship of 
trust includes being open and 
consistent  about what is 
being done, how, and why; 
we must create and nourish 
constructive feedback loops 
that trigger change.

● Putting a duty of care on tech companies to 
ensure that they have adequate infrastructure 
to prevent tech abuse and to support survivors. 
Provide a minimum standard for the industry 
and have penalties for tech companies that do 
not meet these.

● Creating feedback loops and consultations from 
survivors and the public for existing laws 
related to tech abuse.

● Creating laws that recognise the cross-border 
dimension of tech abuse and have provisions 
on how to navigate this borderless crime. 

● Developing institutions to facilitate access to 
non-criminal remedies.



ACCOUNTABILITY
Technology

● Being clear about the hours of your service or the boundaries 
of your support

● Sharing openly when something is not working or is a trial 
feature

Research
● Responding to questions in a thorough and timely manner
● Being clear about sample sizes. Small sample sizes, even when 

diverse, can give misleading results if they are used to 
represent their entire community or a larger, diverse 
population

Policy
● Setting a minimum regulatory standard for the industry
● Developing feedback loops and consultations



Plurality

Actively leaving space for 
complexity and recognising 
harm manifests in different 
and disproportionate ways 
for people living at the 
intersection of multiple 
oppression.



PLURALITY
Technology

● Recognising that people in digital spaces might experience 
multiple forms of discrimination/hate so in complaint processes 
it should be possible for survivors to identify being affected by 
multiple offences, including offline ones

● Training moderators to understand cultural context

Research
● Letting the interviewee lead the conversation
● Considering and capturing the context of the experience

Policy
● Providing guidance / training for judges and law enforcement on 

the ways in which tech abuse manifests and impacts different 
communities



Power
re-distribution

Distributing and sharing 
power by co-designing 
interventions with survivors.



POWER REDISTRIBUTION
Technology

● Giving survivors decision-making power in tech companies 
through compensated board or committee positions

● For global firms, using local teams and networks to gather 
ideas for ways to improve services

Research
● Giving survivors decision-making roles in research projects
● Working with survivors to shape the research

Policy
● Space and resources to support survivors who want to 

lead drafting or inputting on policies and laws that affect 
them



Hope

Creating validating, empathetic, 
warm, and soothing 
experiences, motivating people 
to seek and embrace the help 
on offer. We should seek 
collaborative solutions and offer 
hope for the future.



HOPE
Technology

● Simple, soothing and visually appealing UX
● Taking proactive steps to stop tech abuse and 

communicating about them

Research
● Planning how you will use the research to actively affect 

change and sharing with participants how their story is 
going to improve conditions for others

● Creating warm interview and research spaces

Policy
● Making other forms of healing available, beyond the 

court system
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